Schroon Lake CSD
Data Protection Policy

Schroon Lake School District collects and uses personal information about staff, pupils, parents and other individuals who come into contact with the school. This information is gathered in order to enable the school to provide education and other associated functions.

Purpose

This policy is intended to ensure that personal information is dealt with correctly and securely and in accordance with Ed Law 2d, and other related legislation. It will apply to information regardless of the way it is collected, used, recorded, stored and destroyed, and irrespective of whether it is held in paper files or electronically.

All staff involved with the collection, processing and disclosure of personal data will be aware of their duties and responsibilities by adhering to these guidelines.

What is Personal Information?

Personal information or data is defined as data which relates to a living individual who can be identified from that data, or other information held.

Personally Identifiable Information (PII) includes: a student’s name; the name of a student’s family; the student’s address; the students’ social security number; a student education unique identification number or biometric record; or other indirect identifiers such as a student’s date of birth, place of birth or mother’s maiden name; and other information that alone or in combination is linked or linkable to a specific student that would allow a reasonable person in the school community who does not have personal knowledge of the relevant circumstances, to identify the student.

General Statement 

The school is committed to maintaining the above principles at all times. Therefore the school will:

1. Inform individuals why the information is being collected when it is collected
2. Inform individuals when their information is shared, and why and with whom it was shared
3. Check the quality and accuracy of the information it holds
4. Ensure that information is not retained for longer than is necessary
5. Ensure that when obsolete information is destroyed that it is done so appropriately and securely
6. Share information with others only when it is legally appropriate to do so
7. Ensure our staff are aware of and understand our policies and procedures
 
Access
•     Unless prohibited by law or court order, school districts and public charter schools shall provide parents, legal guardians, or eligible students, as applicable, the ability to review their child’s educational records. 
•     The Superintendent, administrator, or designee, is responsible for granting, removing, and reviewing user access to student data. An annual review of existing access shall be performed. 
•     Access to PII maintained by the school district or public charter school shall be restricted to: (1) the authorized staff of the school district or public charter school who require access to perform their assigned duties; and (2) authorized employees of the State Board of Education and the State Department of Education who require access to perform their assigned duties.
 
Security 
•     School districts and public charter schools shall have in place Administrative Security, Physical Security, and Logical Security controls to protect from a Data Breach or Unauthorized Data Disclosure. 
•     School districts and public charter schools shall notify in a timely manner affected individuals, students, and families if there is a confirmed Data Breach or confirmed Unauthorized Data Disclosure.
 
Use
• Publicly released reports shall not include PII and shall use Aggregate Data in such a manner that re-identification of individual students is not possible. 
• School district or public charter school contracts with outside vendors involving student data, which govern databases, online services, assessments, special education or instructional supports, shall include the following provisions which are intended to safeguard student privacy and the security of the data: 
· Requirement that the vendor agree to comply with all applicable state and federal law; 
· Requirement that the vendor have in place Administrative Security, Physical Security, and Logical Security controls to protect from a Data Breach or Unauthorized Data Disclosure; 
· Requirement that the vendor restrict access to PII to the authorized staff of the vendor who require such access to perform their assigned duties; 
· Prohibition against the vendor’s secondary use of PII including sales, marketing or advertising; 
· Requirement for data destruction and an associated time frame; and 
· Penalties for non-compliance with the above provisions.
• School districts and public charter schools shall clearly define what data is determined to be directory information. 
• If a school district or public charter school chooses to publish directory information which includes PII, parents must be notified annually in writing and given an opportunity to opt out of the directory. If a parent does not opt out, the release of the information as part of the directory is not a Data Breach or Unauthorized Data Disclosure.
State Information:

New York State Data Privacy and Security
· Ed Law 2D  - Education Law § 2-d went into effect in April 2014.  The focus of the statute was to foster privacy and security of personally identifiable information (PII) of students and certain PII related to classroom teachers and principals.
· Part 121 Amendment to Ed Law 2D - Although the proposed regulations largely restate the requirements of Education Law § 2-d, there are new elements, including the adoption by the New York State Education Department of a data security and privacy standard, as was required by the statute.  The Department will adopt the National Institute for Standards and Technology (NIST) Framework for Improving Critical Infrastructure Cybersecurity Version 1.1 (CSF or Framework)
Applicable Federal and State Laws that Impact Technology Use and Student Privacy
· Family Educational Rights and Privacy Act (FERPA)
· Children’s Online Privacy Protection Act (COPPA)
· Children’s Internet Protection Act (CIPA)
· Protection of Pupil Rights Amendment (PPRA)
· Individuals with Disabilities in Education Act (IDEA) 
Additional Resources:
· National Center for Educational Services - Privacy Technical Assistance Center (PTAC)
· K12 Cyber Security Resource Center
· K12 Privacy & Security Blueprint

